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REAL-TIME OPEN SOURCE ANALYSIS
(ROSA)




CURRENT LANDSCAPE

z —= \ethuen cop wams of consequences after student's social media threat

Boston Herald - 9 hours ago ) )
Methuen cop warns of consequences after students social media threat ...

making threatsto a school, in this case the Tenney Grammar school ...

‘ Methuen Police Arrest Boy, 12, After school Threat
The Valley patriot - Feb 11,2019

Police: Middl
- e school
WUSAQ.com - Feb 10 2Et1ugdent responsible for

Police: Middl
o e school stud
said the social medi ent responsible for onli
media account was madejust‘;’;'f'gzttf;reats to Prince ... Police
e threat .. '

online threats to Prince

It doesn't sound like a joke"
( a joke": Student i i
1t doesn't sound fike a joke': St aggt in St. Louis reports threat against ...

On Tuesday mornin i

g, Fairfield School offici i

0 . : icials made publi i i
reat, and Fairfield police confirmed they would workpclosz::\?vifr?ual meds

Students a

© Soctre
g=ie AOL - 10

Teen Arrested After Students Report Threats mau. -

NBC 5 Dallas-Fort Worth - Feb 11,2019

A 16-year-old boy was arrested Saturday and is accused of sending a school
shooting threat through Snapchat messages, Rowlett police said.

Teen arrested after snapchat threat about shooting at Rowlett High ...
Local Source - Dallas News - Nov 30, 2015




REAL-TIME OPEN SOURCE ANALYSIS (ROSA

e Resource Guide v
developed to:

Dear Ms. Ozar and Mr. Cagle,

[ [ You'va racantly raachad cut to Twittar with several questions about
Dataminr, a company that receives public Twitter data and provides
— broaking naws alerts to news agancies and other organizations.
As wo laid out in cur racant blog post, our long-standing position has
. . bean that tha use of Twittar data for surveillance is strictly prohibited,
and we continua to axpand our enforcamant efforts. Wa have worked
fu S I O n C e n t e rS I n with Dataminr to provide input on thair product and understand how
they market and provide servicas to law anforcement as part of that
commitment. Dataminr only racaivas data from Twittar that usars

choose to make public, and iz required to comply with all of Twitter's
policias prohibiting survaillance - like all other davalopars.

understanding the S

sector usars to be tailored to its core valua proposition of braealang
news alarts. Together, wa have worked towards a
braaking naws alert product for tha purpose of first respondars learning

.
about naws and events as carly as possible. We see public bancfit in a
a W u a I l a p p ro p r I a ‘ targsted Dataminr alerts product of this kind

Wa have shared our concerns with Dataminr regarding fusion centars.
In light of theza concerns, Dataminr will no longer support direct accass

by fusion canters, and has informed us that any accounts accessible by
l l S e O O e n S O l l r‘ e fusion canter email addresses hava been notified that their acces:
now tarminated. Dataminr naws alerts (and only news alarts) will

directly available to law enforcamant and other orqanizations that sup
port first rasponsa, subject to Datamanr and Twitter policies

. [ [
Wa have also reached out to Dataminr, who asked us to pass along tha
’ following statemant about what thair product does - and doas not - do.
Dataminr is committed to privacy and civil liberties protections.
Wo have worked closely with Twittar to modify our product and

(] .
mcorporate feedback that ansures the strongest safeguards are
S O ‘ I a I I | e I a in place for people who use Twittor.

LA g o Lo of oo & ik oo to 4an

cused Datamine

To be clear: We prohibit developers using the Public APls and Gnip data

products from allowing law

data for surveillance purpos

Period. The fact that our Public APls and Gnip

data products provide information that people choose to share publicly does
not change our policies in this area. And if developers violate our policies, we
will take appropriate action, which can include suspension and termination of
access to Twitter’s Public APls and data products.




REAL-TIME OPEN SOURCE ANALYSIS (ROSA)

e Resource Guide developed by:

— The National Network of Fusion
Centers

— DHS

— FBI

— Office of the Director of National
Intelligence (ODNI)

— Associations represented on the
Criminal Intelligence Coordinating
Council (CICC).




REAL-TIME OPEN SOURCE ANALYSIS (ROSA)

e Resource Guide designed to:

— Help law enforcement understand the potential
tools and resources available to support law
enforcement operational and analytic activities

— Ensure that related privacy, civil rights, civil
liberties (P/CRCL) concerns are addressed




Common Practices Related to

Analyzing Open Source Information

The folowing common practices can sssht law enforcement and analytic perscnnel in snalyzing open scurce information.

heck the
information against
inte law
enforcement indices
as determined by
the level of suspicon
requred for such
action.




How Is ROSA USeD?

« Develop or enhance criminal intelligence
(including situational awareness reports),

e Support Criminal/terrorism analysis and
criminal intelligence development,

— Suspicious activity reporting (SAR) analysis

 |dentify public safety risks either past, present,
or anticipated




CRIMINAL INVESTIGATIVE SUPPORT

« ROSA may be used to
. . . . 3 charged in 'swatting' cases connected to
|dent|fy Cr|m|na| manchargedil‘ldeathofKan;asrpan' |
suspects, evidence el
pertinent to a criminal ‘
investigation, and
possible witnesses of a
criminal act and other

criminal-related activities

——— Tylcr Sarria: appean 22 3 probomizary boarteg tn Wiches, Keram, on My 33, 3008 Se Maser / The Fashale Gagie wia AF




THREAT TO LIFE




THREAT TO LIFE REPORTING

e Social Media Threats & Public Safety — The
Problem & Potential Path Forward

— Criminals, terrorists, extremists, aspiring mass
casualty attackers, & foreign intelligence services
use social media to engage in illegal activities and
spread fear




WHO CAN INTERVENE?

e The public, social media platform companies,
private sector partners, and public safety
organizations all have a role




RESOURCES AVAILABLE

. NATIONWIDE SUSPICIOUS ACTIVITY
REPORTING INITIATIVE (NSI)

 HOMELAND SECURITY INFORMATION
NETWORK (HSIN)

« NATIONWIDE DECONFLICTION SYSTEMS

« DUTY-TO-WARN




THREAT TO LIFE REPORTING

Submitter’'s First Name:*
[Soci=l Media Company Employes ]
Submitter’'s Last Name:~

Agency /f Organization Name:™
cial Media Company Name ]
ency / Organization Name Other:

« NATIONWIDE — ;

Email Address: =

f l | f 3 I ( I O l ' f Incident Date:*(mm/dd/yyyy) [2/1e2019 m Time: :‘ (e.g. 10 pm)
Description of Activity (Help): &
Potential Threat To Life (Urgent Time-Sensitive / In an Emergency Dial €11)
Breach/Attempted Intrusion
! CT V I TY Mdisrepresentation

Theft'T oss’Diversion

Sabotage Tampering’ Vandalism
Cyber Attack

Expressed or Implied Threat
Aviation Activity

Eliciting Information

Testing or Probing of Security
Recruiting

Photography
Observation/Surveillance
Materials AcquisitionStorage’L ost or Stolen Equipment
Acquisition of Expertise
Weapons Discovery
Sector-Specific Incident

Officer Safety

Humean Trafficking

Regional Crime Trends

[ Other (describe below)

0000000oooooooooooooa

Case or Incident Number:

Name of Subject(s):(If available)

Subject Identification: (DOB: Drnivers License =, Phone Numbers)
]

Incident L.ocation - Street Address or Cross Streets: &

City:=~ County:*
[ | [- Setect your county - |

Please attach police reports and photos: (combined limit 10 MNMB)
Browse .
Browse .
Browse .
Browse
Browse

Browse




HOMELAND SECURITY INFORMATION NETWORK (HSIN)

S HSIN Exchange

€I A SECURE RFI SOLUTION

Benefits

Increased Efficiency I
* No Additional Log In | I

Partners M + Accountability

e Tracking Capability @

+ Easy to Use and Access

Performance Metrics
0

Other

Agencies Accurate RFI Count v

+ Standardized Format

B rraser [ PHAsE2




THREAT TO LIFE REPORTING

NATIONWIDE OFFICER SAFETY
EVENT DECONFLICTION

CASE EXPLORER - SAFETNET - RISSAFE Case Explorer




(U) HANDLINGATHREATS
TO PRIVATECITIZENS AND
LOCATIONSINAMED
NEBYAISILE R
DUTY-TO-WARN
recomoations @

FOR THE LOCAL LAW
ENFORCEMENT AGENCY

A .




THREAT TO LIFE REPORTING

« Developing consistent planning, data
collection, processing, analytic
production, dissemination and
feedback loops.

— 12/09/18, video was uploaded to a social
media company’s livestreaming platform
showing a minor putting a cord tied to a
fan around her neck.

— The company reported the event through
the SAR platform to a fusion center in CA i)

— The CA fusion center identified the S St
location of the minor & notified a fusion
center in FL who contacted local LE who
took the minor into protective custody




THREAT TO LIFE REPORTING

e January 23, 2019, 2:26 PM: A social media company a
video titled “My death of suicide no choice” to a fusion
center in CA.

e January 23, 2019 3:04 PM: The report was transferred
to the Tennessee Fusion Center (TFC) after initial
triage.

e January 23, 2019, 3:31 PM: The CA fusion center
updated the TFC with the potential identity and
location information for the at risk person. TFC
coordinated with the local LE agency and the subject
was taken into protective custody.




QUESTIONS 277




